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AMENDMENTS TO THE -^^MSi . --4 
Claim 1 (carreiitly amended) A sensor network comprising a plurality of network 
elements inclnding at least one node coupled among a monitored enviromnent and at least 
one cUent computer, wherein functions of the at least one node are remotely controllable 
using the at least one client computer, wherein the at least one node provides^^rfte 
pwi^tv of networ ? ■■i^^^.M. .re self-.ssrmMH into a mMlti-cluster networi c. node- 
information including node resource cost and message priority to the plurality of network 
elements, wherein data processing is distributed through the sensor network^inclufc^ 
1..^^ nne of the r^^r^iitv of netw o ^v ^i^^nte other than the at least one client computer, in 
response to the node information. 

Claim 2 (original) The sensor network of claim 1, wherein the at least one node includes 
sensing, processing, communications, and storage devices supporting a plurality of 
processing and protocol layers. 

Claim 3 (original) The sensor network of claim 1, wherein the at least one node supports 
at least one communication mode selected from a group consisting of wireless 
communications, wired communications, and hybrid wired and wireless communications. 

Claim 4 (original) The sensor network of claim 1. wherein the at least one node is 
coupled to the at least one client computer through the plurality of network elements, 
wherein the plurality of network elements includes at least one gateway, at least one server, 
and at least one netwoiic. 
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aaim 5 (original) The sensor network of claim 4, wherein the at least one gateway 
couiprises at least one node. 

Claim 6 (original) THe sensor network of claim 4. wherein the at least one gateway 
peifonns at least one function selected from a group consisting of protocol translation, 
sensor network management, management of tremsmissions ftom a remote user, and 
interfacing with at least one communication physical layer including wired local area 
network, packet radio, microwave, optical, wireline telephony. ceUular telephony, and 
satellite telephony. 

Claim 7 (origiDal) The sensor network of claim 4, wherein the at least one network 
includes wired networks, wireless networks, and hybrid wired and wireless networks. 

Claim 8 (origiaaO Tlie sensor network of claim 4. wherein the at least one network 
comprises at least one network selected from a group comprising the Intemet, local area 
networks, wide area networks, metropolitan area networks, and information service 
stations. 

Claim 9 (original) The sensor network of claim 8, wherein internetworking among the 
plurality of network elements provides remote accessibiUty using World Wide Web-based 
tools for data, code, management, and security functions, wherein data includes signals or 
images, wherein code includes signal processing, decision support, and database elements, 
and wherein management includes operation of the at least one node and the sensor 
network. 
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Claim 10 (original) The sensor network of claim 4. ^vhe^dn the at least one node is 
conpled to the at least one gateway using the plurality of network elements, wherein the 
plurality of network elements further includes at least one device selected from a group 
consisting of repeaters and interrogators. 

Claim 11 (originaD The sensor network of claim 1, wherein at least one local user is 
coupled to the at least one node. 

Chiim 12 (original) The sensor network of claim I, wherein at least one redundant 
Information pathway is established among the plurality of network elements. 

Claim 13 (original) The sensor network of claim 1, wherein the plurality of network 
elements comprise a plurality of network element sets, wherein the plurality of network 
element sets are layered. 

Claim 14 (original) The sensor network of claun 1, wherein the at least one node 
comprises a plurality of node types, wherein the plurality of node types includes at least 
one node of a first type and at least one node of a second type, wherein a first network 
having a first node density is assembled using the at least one node of a first type, wherein 
a second network having a second node density is assembled using the at least one node of 
a second type, wherein the second network is overlayed onto the first network. 

Claini 15 (originaO The sensor networic of claun 1, wherein code and data anticipated for 
future use are predistributed through the sensor network using low priority messages. 
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wherein the cod. and the data are doMnnloadabk firom at least one location selected ftom a 
gxoup consisting of storage devices of the pluraUty of network elements, and storage 
devices outside the sensor network. 

Claim 16 (currently amended) The sensor network of claim 1. wherein the plurality of 
network elements automatically organiz e m i c^pu nu u lu t h e nnrln iufnrmition. and wherein 
the automatic organizing comprise, automatically controlling data transfer, processing, and 
Storage within the network. 

Claim 17 (original) The sensor network of claim 1, wherein a plurality of levels of 
synchronization are supported among different subsets of the plurality of network 
elements, wherein a first level of synchronization is supported among a first subset of the 
plurality of network elements, wherein a second level of synchronization is supported 
among a second subset of the plurality of network elements. 

Claim 18 (original) The sensor network of claim 1, wherein data processing is conliolled 
using at least one processing hierarchy, the at least one processing hierarchy controlling at 
least one event selected from a group consisting of data classifications, data transfers, daU 
queuing, data combming, processing locations, communications among the plurality of 
network elements. 

Claim 19 (original) The sensor network of claim 1. wherein data is transferred using 
message packets, wherein the message packets are aggregated into compact forms in the at 
least one node using message aggregation protocols, wherein the message aggregation 
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protocols are adaptive to at least one feature selected from a group consisting of data type, 
node density, message priority, and available energy. 

Claim 20 (original) The sensor network of claim 19. therein the message packets include 
decoy message packets, wherein information to be transferred is impressed on random 
message packets to provide communication privacy. 

Claim 21 (original) Tte sensor network of claim 1, wherein the fimctions of the at least 
one node include data acquisition, data processing, communication, data routing, data 
security, programming, and node operation. 

Claim 22 (original) The sensor network of claim 1, wherein the at least one node includes 
at least one preprocessor coupled to at least one processor and a pluraUty of application 
programming interfaces (APIs), wherein the plurality of APIs are coupled to control at 
least one device selected from a group consisting of sensors, actuators, communications 
devices, signal processors, information storage devices, node controllers, and power supply 
devices, wherein the plurality of APIs support remote reprogramming and control of the at 
least one device. 

Claim 23 (original) The sensor network of claim 22, wherein the pluraUty of APIs are 
layered. 
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Claim 24 (orlginaD The sensor network of claim 22, ^vheIein the plurality of APIs enable 
distributed resouice management by providing network resource information and message 
priority information to the plurality of network elements. 

Claim 25 (original) The sensor network of daun 24, v^erein information transfer among 
the plurality of network elements is controUed using a synchronism hierarchy established 
in response to the resource information and message priority information. 

Claim 26 (original) The sensor network of claim 22, wherein the at least one 
preprocessor performs at least one flmction selected from a group consisting of data 
acquisition, alert functions, and controlling at least one operating state of the at least one 
node. 

Claim 27 (originaD The sensor network of claim 22, wherein the at least one processor 
performs at least one function selected ftom a group consistmg of signal identification, 
database management, adulation, reconfiguration, and security. 

Claim 28 (original) The sensor network of clahn 1, wherein the at least one node controls 
data processmg and data transmission in response to a decision probabiUty of a detected 
event. 

Claim 29 (original) The sensor network of claim 1, wherein the at least one node includes 
at least one sensor selected from a group consisting of seismic, acoustic, infrared, thermal. 
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fore., vibratiou. pressure, humidity, current, voltage, magnetic, biologicaJ, chemical, 
acceleration, and visible light sensors- 

aaim 30 (original) Hie sensor network of claim 29, wherein the at least one sensor is 
external to the at least one node. 

aaim 31 (original) The sensor network of claim 29, wherein data gathered by the at least 
one sensor is processed and a predetermined identifying code representing the data is 
propagated through the network, wherein a high priority message containing information 
regarding a high priority event is represented by a high priority message code, and wherein 
receipt of the high priority message code by the at least one node invokes a priority 
protocol that causes message packets to be broadcast to nodes adjacent to a path that will 
inhibit messaging from nodes not engaged in conveying the information regarding the high 
priority event. 

Claim 32 (original) The sensor network of claim 1, wherein the pluraUty of network 
elements are self-assembling, wherein search and acquisition modes of the at least one 
node search for participating ones of the plurality of network elements, wherein a 
determination is made whether each of the participating ones of the pluraUty of network 
elements are permitted to join the sensor network using a message hierarchy, wherein the 
sensor rietwork is surveyed at random intervals for new nodes and missing nodes. 

Claim 33 (canceled) 
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Claim 34 (currently amended) The sensor network of claim Avherein a start node is 
selected as a base node, wherein the base node communicates an assembly packet 
throughout the sensor network, wherein information of the assembly packet alternates with 
each successive communication between directing a node to become a base node of a 
particular cluster number and directing a node to become a remote node of a particular 
cluster number, wherein the particular cluster number is incrementally changed with each 
successive communication of the assembly packet. 

I Claim 35 (currently amended) The sensor network of claim 13^, wherein at least one 
start node is selected as at least one base node, wherein the at least one base node 
communicates an assembly packet throughout the sensor network, wherein information of 
the assembly packet alternates with each successive communication between directing at 
least one node to become at least one base node of a particular cluster number and 
directing at least one other node to become at least one remote node of a particular cluster 
number, wherein the particular cluster number is incrementally changed with each 
successive communication of the assembly packet. 

Claim 36 (currently amended) Hie sensor network of claim 13^, wherein synchronism 
is established among the pluraUty of network elements using assembly packets. 

Claim 37 (original) The sensor network of claim 1, wherein die sensor network is 
managed as a distributed and active database using a distributed resource management 
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protocol, .vherein the plurality of network elements are reused among different 
applications, wherein the network elements are used in multiple classes of appUcations. 

Claim 38 (original) TTie sensor network of claim 1. further comprising at least one 
database, wherein the at least one database includes at least one storage device selected 
from a group consisting of storage devices coupled to at least one of the plurality of 
network elements and storage devices of the at least one node. 

Claim 39 (original) The sensor network of claim 38, wherein cooperative sensing uses 
information of the al least one database to provide non-local event correlation. 

Claim 40 (original) The sensor network of claim 38. wherein the at least one database 
comprises data-driven alerting methods that recognize conditions on user-defined data 
relationships including coincidence in signal arrival, node power status, and network 
conmiunication status. 

Claim 41 (origiaal) The sensor network of claim 38, wherein the at least one database is 
implemented in small foot print databases at a level of the at least one node and in standard 
query language (SQL) database systems at a level of at least one server. 

Claim 42 (original) The sensor network of claim 1, wherein data is collected by the at 
least one node, wherein at least one operation is performed on the data in response to 
parameters established by a user, the at least one operation selected from a group 
consisting of energy detection, routing, processing, storing, and fusing. 
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Claim 43 (original) The sensor network of claim 42, wherein the routing, processing, 
storing, and fiasing are performed ii. response to at least one result of the energy detection. 

Claim 44 (original) The sensor network of claim 42, wherein routmg comprises selecting 
at least one daU type for routing, selecting at least one of the pluraUty of network elements 
to which to route the selected data, selecting at least one route to the selected at least one of 
the plurality of network elements, and routing the selected at least one data type to the 
selected at least one of the plurality of network elements. 

Claim 45 (original) The sensor network of claim 44, wherein routing comprises 
transmitting data in at least one message as a compact entry in a codehook. 

Claim 46 (original) The sensor network of claim 42. wherein processing comprises 
selecting at least one data type for processing, selecting at least one processing type, 
selecting at least one of the plurality of network elements to perform the selected at least 
one processing type, and transferring the selected at least one data type to the selected at 
least one of the plurality of network elements using at least one route through the sensor 
network. 

Claim 47 (original) The sensor network of claim 46, wherein the selection of at least one 
processing type comprises determining at least one probability associated with a detected 
event and selecting at least one processing type in response to the at least one probability. 
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Claim 48 (original) The sensor network of claim 46, wherein data processed in a plurality 
of nodes is aggregated for further processing by other nodes. 

Claim 49 (original) The sensor network of claim 46, wherein data processed by the at 
least one node is aggregated for reporting to al least one user. 

Claim 50 (original) The sensor network of claim 42. wherein storing comprises selecting 
at least one data type for storage, selecting at least one storage type, selecting at least one 
of the plurality of network elements to perform the selected at least one storage type, and 
transferring the selected at least one data type to the selected at least one of the plurality of 
network elements using at least one route through the sensor network. 

Claim 51 (original) The sensor network of claim 42, wherein &sing comprises a first 
node transmitting at least one query request to at least one other node, wherein the first 
node collects data from the at least one other node in response to the at least one query 
request and processes the collected data. 

Claim 52 (original) The sensor network of claim 1, wherem the at least one node 
comprises a pluraUty of nodes with each of the plurality of nodes including at least one bi- 
static sensor and a generator for producing at least one energy beam that is radiated from 
the plurality of nodes, wherein the at least one energy beam comprises a combined probe 
beam and signal code for beam intensity control and propagation measurement, wherein 
the at least one energy beam is modulated in time to provide an identifjring code 
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corresponding to a source iKxic. wherein the at least one energy beam is at least one type 
selected ftom a group comprising infrared, visible, acomtic, and microwave beams. 

Claim 53 (original) The sensor network of claim 1, wherein at least one of the pluiaUty of 
network elements determines a position of the at least one node. 

Claim S4 (original) The sensor network of claim 1, wherein software is transferable 
among the plurality of network elements, wherein the software transfer is remotely 
controllable. 

Claim 55 (original) The sensor network of claim 1. wherein at least one public key 
security protocol is used to protect communications. 

Claim 56 (original) The sensor network of claim 1, wherein the at least one node includes 
a Global Positioning System device providing location and time information. 

Claim 57 (original) The sensor network of claim 1, vy^rein the at least one node further 
comprises at least one conununication modem. 

Claim 58 (original) The sensor network of claim 1. wherein communications among the 
plurality of network elements comprise multihop communications. 

Claim 59 (original) The sensor network of claim 1, wherein ihc monitored environment is 
at least one environment selected from a group consisting of electronic equipment, 
mechanical equipment, electro-mechanical equipment, a fiacility, a structure, a material, a 
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transportation system, a vehicle, an outdoor area, an indoor area, a biological system, a 
person, and an animdl. 

Claim 60 (original) The sensor network of claim 1, wherein the plurality of network 
elements support short range and loi^ range communications. 

Claim 61 (original) The sensor network of claim 1, wherein the at least one node is 
contained in a sealed and waterproof system. 

Claim 62 (original) The sensor network of claim 1, v^erein the at least one node 
comprises a plurality of software modules, wherein a pluraUty of interfaces siqjport 
couplings among the pluraUty of software modules, wherein the plurality of interfaces aie 
reused among the plurality of software modules by changing at least one inter-module 
coupling, wherein the pluraUty of software modules are dynamically configured at run- 
time. 

Claim 63 (currently amended) A sensor network comprising a pluraUty of network 
elements including at least one node coupled among an envirooment and at least one cUent 
I eomputei v ia at loaat one coupluig with tho Internet , wherein functions of the at least one 
node are remotely controllable and the at least one node is programmable via 
internetworking among the pluraUty of network elements ^wherein the at least one node 
provides, after the phiralitv of network elem e nts aie self-assembled into a multi-clustgr 
network, node informatiOTi including node resource information and mcssape priority to 
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the pimalitv of network elem e nt<i. wherein data processing is di'rfrilnitftd i^^ the sensor 
network in resnonse to the node information, 

Claim 64 (canceled) 

Claim 6S (original) The sensor network of claim 63, wherein the plurality of network 
elements comprise a plurality of network clement sets, wherein the plurality of network 
element sets are layered. 

Claim 66 (original) The sensor network of claim 63, wherein code and data are 
predistributed to the plurality of network elements using low priority messages, wherein 
the code and the data are downloadable from at least one location selected from a group 
consisting of storage devices of the plurality of network elements, and storage devices 
outside the sensor network. 

Claim 67 (currently amended) The sensor network of claim 6364, wherein the plurality 
of network elements automatically organiz e m loopoiioo to the node information , and 
wherein the automatic organizing comprises automatically controllmg data transfer, 
processing, and storage within the sensor network. 

Claim 68 (original) The sensor network of claim 63, wherein a pluraUty of 
synchronization levels are supported among different subsets of the plurality of network 
elements. 
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Claim 69 (original) Jbs sensor network of claim 63. wherein data processing is 
controlled using at least one processing hierarchy, the at least one processing hierarchy 
controlling at least one fUnction selected ftom a group consisting of data classifications, 
data transfers, data queuing, data combining, processing locations, commimications among 
the plurality of network elements. 

Claim 70 (original) The sensor network of claim 63, wherein the at least one node 
includes at least one preprocessor coupled to at least one processor and a plurality of 
application programming interfeces (APIs), wherein the plurality of APIs are coupled to 
control at least one device selected from a group consisting of sensors, actuators, 
communications devices, signal processors, infoimation storage devices, node controllers, 
and power supply devices, wherein the plurality of APIs are layered. 

Claim 71 (original) The sensor network of claim 63, wherein the at least one node 
controls data processing and data transfer in response to a decision probability of a 
detected event in the environinenl. 

Claim 72 (currently amended) The sensor network of claim 63, wherein the pluralitj' of 
not%vork elements ore self aBsembUpe> wherein search, and acquisition modes of the at least 
one node search for participatiDg ones of the plurality of network elements, wherein a 
determination is made whether each of the participating ones of the pluraUty of network 
elements are peimitted to join the sensor network using a message hierarchy, wherein the 
sensor network is surveyed at random intervals for new nodes and missing nodes. 
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Oaim 73 (original) The sensor network of claini 63. wherein the sensor network is 
managed as a distributed and active database using a dirtribuled resource management 
protocol, wherein the plurality of network elements are reused among dififerent 
appUcations. wherein the network elements are used m multiple classes of appUcations. 

Claim 74 (original) The sensor network of claim 63, wherein data is collected by the at 
least one node, wherein at least one operation is performed on the data in response to 
parameters remotely established by a user, the at least one operation selected from a group 
consisting of energy detection, routing, processing, storing, and fiising. 

aaim 75 (original) The sensor network of claim 74, wherein routing comprises selectiiig 
at least one data type for routing, selecting at least one of the plurality of network elements 
to which to route the selected data, selecting at least one route to the selected at least one of 
the plurality of network elements, and routing the selected at least one data type to the 
selected at least one of the plurality of network elements. 

Claim 76 (original) The sensor network of claim 74, wherein processing comprises 
selecting at least one data type for processing, selecting at least one processing type, 
selecting at least one of the plurality of network elements to perform the selected at least 
one processing type, and transferring the selected at least one data type to the selected at 
least one of the pluraUty of network elements using at least one route through the sensor 
network. 
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Claim 77 (original) The sensor network of claim 74. wherein storing comprises selecting 
at least one data type for storage, selecting at least one storage type, selecting at least one 
of the plurality of network elements to perform the selected at least one storage type, and 
transferring the selected at least one data type to the selected at least one of the plurality of 
network elements using at least one route through the sensor network. 

Claim 78 (original) The sensor network of claim 74, wherein fiising comprises a first 
node transmitting at least one query request to at least one other node, wherein the first 
node collects data from the at least one other node in response to the at least one query 
request and processes the collected data. 

Claim 79 (original) The sensor network of claim 63. wherein software is transferable 
among the plurality of network elements, wherein the software transfer is remotely 
controllable. 

Claim 80 (currently amended) A sensor network comprising a pluraUty of network 
elements including at least one node coupled among at least one environment and at least 
one cUent computer, wherein the plurality of networit elements are remotely controUable 
usmg the at least one client computer, wherein the at least one node provide s, after the 
nliiralitv of network elements are self-3 -<;sembled into n multi-cluster network, node 
information including node resource cost and message priority to the plurality of network 
elements in response to at least one parameter of a signal received from the at least one 
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environment, wherein at least one function of the plurality of network elements is 
controlled in response to the node information. 

Claim 81 (original) The sensor network of claim 80, wherein the at least one parameter is 
remotely programmed using the at least one client computer. 

Claim 82 (currently amended) The sensor network of claim 80, wherein the at least one 
function includes at least one function selected from a group consisting of progranuning, 
configuring, as s embling t he plurdi^y of n o t w Tork clomcnts, distributing processing among 
the plurality of network elements, estabUshing communication paths among the plurality of 
network elements, selecting at least one mode of communication among the pluraUty of 
network elements, distributing data among the plurality of network elements, storing data, 
organizing at least one subnetwork among the plurality of network elements, controlling 
synchronization among the plurality of network elements, assembling data products, and 
reporting. 

Claim 83 (currently amended) A sensor network comprising: 

means for coupling a plurality of network elements including at least one node 
among an environment and at least one client computer; 

means for collecting data from the environment; 

means for remotely controlling at least one function of the at least one node; 
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means for r^-''' -^ ^ -^"^ pl.militv of network element? are self-assembled intg 
p multi-cluster network, node information from the at least one node to the pluraUty of 

network elements; and 

means for distributing processing of the coUected data among the plurality of 

network ;^.h,H^^ p «t least one of the plurality of netvyOit elements other tha^ the 

at least one cUftnt computer, i n response to the node information. 

Claim 84 (currently amended) A sensor network comprising a plurality of network 
elements including at least one node coupled among a monitored environment, wherein the 
at least one node provides node information to the plurality of network elements, wherein 
data processing, is distributed through the sensor network in response to the node 
information, and wherein a plurality of levels of synchronization aie supported among 
different subsets of the plurality of network elements^-^himiin a first lovcl of 
s ynchronization supported among a fi^t aubset of the plurality of notwork clomcnts. and 
whorcin a gcoond IdvoI of iynohioniaation ia nupportcd among a cooond n i b's e^-ei^ 
plurality of network olcmentii. 

Claim 85 (currently amended) A sensor network comprising a plurality of network 
elements including at least one node coupled among a monitored environment, wherein the 
at least one node provides node mfonnation to the plurality of network elements, wherein 
data processing is distributed through the sensor network in response to the node 
information, wherein data is transferred using message packets, and.wherein the message 
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packets are aggregated into compact forms in the at least one node , uoing mcosage 
gggrogation protoooli]. and wherein tho mcaaagc aggregation pr ulutu L aro adnptiv n t n nt 
l east one foatmc aolootod from a group conaiiitins of data type, node density^ messag e 
prio^it)^ and available energy. 

Claim 86 (new) The sensor network of claim 84, wherein a first level of synchronization 
is supported among a &st subset of the plurality of network elements, and wherein a 
second level of synchronization is supported among a second subset of the plurality of 
network elements. 

Claim 87 (new) The sensor network of claim 84, wherein at least one of the plurality of 
levels of synchronization is energy usage aware. 

Claim 88 (new) The sensor network of claim 84, wherein the at least one node is 
configured to selectively perform low power functions using a first processor and higher 
power fimctions using a second processor. 

Claim 89 (new) The sensor network of claim 84, wherein the at least one node comprises 
a first processor to handle acquisition of data fi»m at least one sensor and a second 
processor to handle signal processing, and wherein the second processor is configured to 
cycle into and out of a sleep state. 
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Cl»im 90 (new) The sensor network of claim 85, wherein the message packets are 
aggregated into the compact forms using message aggregation protocols, and wherein the 
message aggregation protocols are adaptive to at least one feature selected from a group 
consisting of data type, node density, message priority, and available energy. 

Claim 91 (new) The sensor network of claim 85, wherein the message packets include 
decoy message packets, wherein information to be transfened is impressed on random 
message packets to limit access to the information to be transferred. 

Claim 92 (new) A sensor network comprising a plurahty of network elements including at 
least one node coupled among a monitored environment, wherein the at least one node 
includes at least one sensor, and wherein data gathered from the monitored environment by 
the at least one sensor is processed and a predetermined identifying code representing the 
gathered data is propagated through the network. 

Claim 93 (new) The sensor network of claim 92, wherein a high priority message 
containing information regarding a high priority event is represented by a high priority 
message code, and wherein receipt of the high priority message code by the at least one 
node invokes a priority protocol that causes message packets to be broadcast to nodes 
adjacent to a path that will inhibit messaging from nodes not engaged in conveying the 
information regarding die high priority event. 



23 

PHX 327S47S4SvS S/ZS/2006 

PAGE m ' RCVD AT mm 5:33:42 PM [Eastern Daylight Time] * SVR:USPT0-EFXRF-1/1 » DNIS:2738300 ' CSID: * DURATION |nm-ss):l2-36 



@032 



PATENT 

Serial No. 09/684,706 Docket No. 78700-020108 



Claim 94 (new) The sensor network of claim 92. wherein the at least one node provides 
node information to the plurality of network elements, and wherein data processing is 
distributed through the sensor network in response to the node information. 

Claim 95 (new) A sensor netwodc comprising a plurality of network elements including at 
least one node coupled among a monitored environment, wherein the at least one node 
includes at least one sensor, and wherein data gathered fiom the monitored environment by 
the at least one sensor is processed to reach a decision at the at least one node, and a 
summary message conesponding to the decision is forwarded through the network. 

Claun 96 (new) The sensor network of claim 95, wherein storing or routing of the 
gathered data through the network is performed in response to energy detection at the at 
least one node. 

Claim 97 (new) A network comprising a plurality of network elements including at least 
one node coupled among a monitored or controlled enviromnent, wherein: 

the at least one node provides node information to the plurality of network 
elements; 

at least one redundant information padiway is established among the plurality of 
network elements; 

after the plurality of network elements are self-assembled into a multi-cluster 
network, the network automatically re-ioutes around any subsequent node communication 
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failures lhat occur when remotely controlling a fimction of at least one of the plurality of 
network elements; and 

commvinication between the plurality of network elements is two-way. 

Claim 98 (new) The network of claim 97, wherein data is collected by the at least one 
node, and wherein routing of the data in the network is performed in response to energy 
detection for one or more nodes on potential routes for the routing of the data. 

Claim 99 (new) The network of claim 97, wherein the at least one node includes a 
plurality of application programming interfeces (APIs), wherein the plurality of APIs are 
coupled to control at least one device selected from a group consisting of sensors, 
actuators, communications devices, signal processors, information storage devices, node 
controllers, and power supply devices, and wherein the pluraUty of APIs support remote 
control of the at least one device. 

Ciahn 100 (new) The network of claim 97. wherein the at least one node comprises at 
least one processor running real-time node processes and aii operating system, and wherein 
the real-time processes are running below the operating system. 

Claim 101 (new) A network comprising a pluraUty of network elements including at least 
one node coupled among a monitored or controlled environment, wherein the at least one 
node provides node infonnadon to the plurality of network elements, and wherein code 
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and data anticipated for future use are predistributed through the sensor network using low 
priority messages. 

Claim 102 (new) The network of claim 101, wherein data processmg is distributed 
through the sensor networic in response to the node information. 

Claim 103 (new) A sensor network comprising a plurality of network elements including 
at least one node coupled among a monitored enviromnent, wherein the at least one node 
provides node information to the plurality of network elements, and wherein the at least 
one node controls data processing and data transmission in response to a decision 
probability of a detected event. 

Claim 104 (new) The sensor network of claim 103, wherein data processing is distributed 
through the sensor network in response to the node information 

Claim 105 (new) The sensor network of claim 103, wherein the data processing 
comprises selecting at least one data type for processing, selecting at least one processing 
type, selecting at least one of the plurality of network elements to perform the selected at 
least one processing type, and transferring the selected at least one data type to the selected 
at least one of the plurality of network elements using at least one route through the sensor 
network. 

Claim 106 (new) A network comprising a plurality of network elements including al least 
one node coupled among an enviromnent, wlierein the at least one node provides node 
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information to the plurality of network elements, wherein the plurality of network elements 
are self-assembled into a multi-cluster network, wherein a start node is selected as a base 
node, and wherein the base node communicates an assembly packet Ihroughout the 
network. 

Claim 107 (new) The network of claim 106. wherein information of the assembly packet 
alternates between directing a node to become a base node of a particular cluster number 
and directing a node to become a remote node of a particular cluster number, and wherein 
the particular cluster number is incrementally changed when the information of the 
assembly packet so alternates. 

Claim 108 (new) The network of claun 107, wherein the alternating of the information of 
the assembly packet occurs with each successive conamunication between directing a node 
to become a base node of a particular cluster number and directing a node to become a 
remote node of a particular cluster number. 

Claim 109 (new) The network of claim 106, wherein the assembly packet is modified by 
each node as it moves through the network to indicate an action to be performed by the 
next node to receive the assembly packet. 

Claim 110 (new) Tlie network of clsdm 106, wherein the assembly packet is ignored by a 
node diat has previously seen the assembly packet. 
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Claim 111 (new) Tht network of claim 106, wherein the assembly packet communicates 
to each node receiving the assembly packet whether such receiving node is a base or a 
remote and the cluster to vMch such receiving node belongs. 
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